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B. Tech Degree VIII Semester Exammatwn, May 2006

CSsm QECUR[TYINCOMPUTING o

( 2002 Adm:ssmns)
_' --Time_:jﬂours_ SR .: . ST J Maxlmum Marks : 100
L @ . Dlscuss abouif the main vulnerablhtws & cumputer system is subjected 6. . ., R ¢ )
' (b) _Explain why the product of two relatively simple clphers, such asa substltution and a
';transposnt:on achleve ‘a high degree of security. o _ o (8)
A @) -What iy dlg:tal 5|gnature'? How pubhc key encryptlon can be used to create dlgltal
. signatores? . - , e (®
L) I Explam the operatlon of AE S and DES aigortthm - o : o (12)
ISR ) B What are non-rnahclous pmgram errors'? Explam w:th example, any two non»mahcioua
P Lo ~pragram errors. How can they become a ihreat to: securlty? : _ - 20
V. (@) What are vxruses’? Whlch are the dnfferent methods by whlch a virus gets attached and :
2 " invoked? ¢ .. S ¢ 1) I

. i (b) = What are targeted mahcmm code‘? Brleﬂy dlscuss about trapdoors and salami attack, (10

Vo ".(a) ” | How can segmemat:on and paging be used o achieve memory and address protectlon? (10)
SO () IR Dlscuss about the dlfferent methods by whieh passwords get attacked. : : (10) '
A ~ OR '

CWET (@) What 9 the role of a Tmsted Computmg Base (TCB) i in kemallzed design of a trusted _

L ":,""‘.-'0peratmgsystem? LT o ~(10)

- ;_(b) — Explam any 5 secur:ty features of a trusted opcratmg system R - §1)]

; ’ﬁamres',shouid be taken care of for momtormg the securlty ofa database? (10)
J.phase update technique can be used to avmd ass!gnmg one seatto

?@pte an mrhne res-rvanon system . _ (10)
What m multdeve! databaaes? Hﬂw can they ensure dlfferentlated secunty? . 5)

xplai 1 the dlﬁ'erentdeglgn techmques for mult:,levcl secure databases o _.ﬁ_;.;. oo (15)

@) _Bxplam the operatlonal uoncept used beh'“d the f"""wmg st

N (VI PortSca:mmg (u) Impersonation Sl L

(m) Spwﬁng (w) Demal ofSewme T _“ (20)‘

P @ e J.-Assumethatyour campus network hasaWeb server” and a mail server. Whattypeof N
S o firewall will you design to protect your network?: Justify your answer. . _ (_8)
b)) - Howcanauﬂxent:catnonbeachneved usmg Kerberos? - - R (12)

_ -'*u'.' '




